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rom The Editorial
esk:

elcome to the February 2025 issue of "s&d @ea",
I the monthly magazine from the Bihar Police
I Academy, Rajgir. This edition offers a diverse range
I of articles and insights reflecting the multifaceted
! nature of modern policing and the vibrant life
| within the academy.
I We begin with an encouraging piece titled "gfer &=
I grr amam =di 2", This article delves into the realities
: of becoming a police officer, acknowledging the
I challenges while highlighting the crucial elements
I of discipline, physical preparedness, and
[ unwavering dedication to public service. It serves
j @5 both an inspiration and a practical guide for
I aspiring and current members of the police force.
I We have also delved deep into the realms of traffic
management and road safety during the training
] organised by CAPT, Bhopal .
1
Iin today's rapidly evolving digital landscape, the
I significance of cyber security cannot be
| overstated. This issue features two important
| articles addressing this domain. "HEa W=, HEET
‘F&" g EYT" provides a detailed exploration of
| cyber threats, the essential measures for ensuring
I cyber security, and the ongoing need for research
I and development in this critical area. Building upon
| this, "aTg e A AT 22fareta (qar) 1
| sheds light on the increasingly vital role that
I artificial intelligence plays in detecting, preventing,
I and mitigating cybercrime, offering a glimpse into
j the future of cyber security practices.
|
I Beyond the core aspects of policing and
technology, this edition also captures the beauty of
j the Bihar Police Academy campus. Our sections on
I "Spring Blooms in the BPA Campus..." and "Fauna in
I the Campus....." offer a visual treat, showcasing the
I vibrant flora and diverse fauna that contribute to
| the serene environment of the academy.
I We hope this issue of "@gd #ga" provides valuable
insights and keeps you informed about the latest
j developments in policing, technology, and the life
1 within the Bihar Police Academy. We encourage you
I to engage with the content and give your valuable
I feedback in our journey of learning and growth.
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Bihar Police Week Sheds Light on
Growing Cybercrime Threat

The recent Bihar Police Week, observed
from February 22 to 27, spotlighted the
escalating challenge of cybercrime across
the state. Hosted by the Home
Department at Sardar Patel Bhavan in
Patna, the event connected all 1,200
police stations, district headquarters, and
subdivisions via video conferencing.
Centered around the theme “Cybercrime
and Cyber Security,” the summit
underscored the wurgent need to
strengthen digital protection measures.

We participated in the sessions held on
February 22 and 24, 2025. The discussions
began with an overview of cybercrime
trends in Bihar, highlighting the state’s
most vulnerable regions. According to the
Indian Cyber Crime Coordination Centre
(14C), hotspots include Nalanda, Nawada,
Patna, and West Champaran. Although
the National  Critical Information
Infrastructure Protection Centre (NCIIPC)
assessed the intensity of cyberattacks as
moderate, it raised concerns about the
state’s low preparedness levels.

Day one primarily focused on the
contributions of [4C in addressing
cybercrime. Attendees were introduced
to several key initiatives such as the
Mational Cybercrime Reporting Portal
(NCRP), the Citizen Financial Cyber Fraud
Reporting and Management System
(CFMC), hotspot mapping, the Samanvaya
portal, and the Cybercrime Investigation
and Analysis Report (CIAR), among
others.

Particular emphasis was placed on
identifying mule accounts through real-
world examples and case studies.
Participants also received training on
handling cyber extortion and
cyberbullying cases, using maodern
investigative techniques.

On the second day, a detailed session was
conducted on enhancing the capacity of
the 1930 cybercrime helpline, a dedicated
support system for reporting cyber
incidents. The session focused on
investigating financial fraud, including
methods to analyze bank statements,
detect transaction patterns, track fund
movements, and identify exit strategies. A
notable highlight was the introduction of
IACUITY, a financial analysis tool aimed at
simplifying and improving fraud
investigations.

Additionally, there was a session covering
the standard operating procedures (50Ps)
for seizing digital evidence and
performing digital forensic investigations.
The importance of maintaining the
legality, neutrality, and integrity of digital
evidence throughout the investigative
process was strongly emphasized.

Abdur Rahman
DySP (Prob.)
67th Batch
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Training Program on Smart Traffic
Management of 67" and 68" Batch at Central
Academy for Police Training (CAPT)
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WIS, FSHAN SINHA DY57, WS SKEK] SONAL DIST. COMBMKOART, Wb CHITRA URIARD DV.5F WS SBVENM SHRESTHA D58 M5- KLIWULA] PRITANIUA Y32, MS. PIRKY TURMKR] DVSF MS. HARSHITA. RASKMI DV 5P, SH. MOOL CHARD: ASST. (HRECTOR CAPT,
SH, SPLESH IR (G [TAG.| CAPT, S PRAKASH BADOUMA ASST. DIRECTOR CAPT, M5 AMITA DeluWLE ISP, Wk ARRRKA BHART) DR, flS. ROMAL S ERTA DY 59, M5, IYOT) EURAR] DYV.58 MS. PRERNA UNGH DTSR

WS, DY IUINARR] D5, WY APCIRN, CHORE 51
SITTING L TO R 2 ™ ROW :-

SH. PHOTO MO 13 WO KAME, SH. E. RAI IRSP, SH. KIRAV KUNAAR PAL DY 5P, SH. SELARVAN EUMAR BAI DYSP, SH. SUURRY D58 SH. VIKAY KUMER RAMIAN DV-S9, S5 TARUM KURAR PARDEY DY EP, SH. PHOTD MO 25 N0 KAME, SH. POURLUSH AGARMRL ISP,
SH. CHANDAN IURAAR SERCEANT, SH. FEDDELL SHINMVAS 31, 55, PURLIEHITTAM SHO!B7.5P SH. BRAIESH ELIMAR TRIPATH IRER, SH. JETHA RAM 51

SITTING L TO R 3™ ROW :-

L FHOTD RO 32 N0 MBSIE, 55 RISHAY BMAND DY-5P, SH. DEV ASHISH HANS D59, 5. SUNNY DAYRL [L5F, 5H. WD SHAHRAWAT AXHTAR CV.59, SUBEDSR RUHIL NAGAE, 5H. RAIAN KUMAA DV-5, 54 A3DUR RASMAN D.5F, 545 PHOTO RO 40 N0 MAME,
5H. GALRRY KUMAR BALIYAN 51, SH. ABHIMAY KLINUAR D755, 5. KRHALID HEAT D95P, SH PHOPD MO &4 MO RAME, SH. TASISH KHAN 5, SH. UTIAM ART 8.

SITTING L TO R 4™ ROW :-

el ABHISHEK CHALUBEY D.SR, 54, KBHISHEK KUMAR D 5P, SH. PROBD MO 47 WO KAME, SH. MO FASAL CHAMD D% 59, SH. MITHILESH KUMAR TIWAR] 0859, SH. RAESH EUMAR ISR SH. PHUNTSOK ANGCHUS INGS, S5 ANSHAY BASUMATARY 51,

M. MO AZHAR RAIR S SH. RODIRLL MACIUE D52, Sk W1KRES KLMAR DIST COWMARDANT.

We the 67" and 68" Batch reached Bhopal on the
2nd” February Evening. It was a 5 days study tour
which mostly covered the topics on various aspects
thatincludes as follow:

Road safety and management, Traffic Problems in
Rural and Urban Areas, Role of Traffic Enforcement
in Preventing Accidents, Traffic Control Legislations,
Traffic Management Interventions in Urban Areas &
Rights of good Samaritan, Traffic Management
during VIP Movement, Trauma Management by
Lifeline Foundation, Traffic Engineering and Traffic
Management, Scientific  Crash Investigation,
Integrated Road Accident Database.

Learning Experience:

Road safety and management: Ms Misha Bagga
introduced us to road safety and its management.
They taught that Road safety and management rely
on data-driven decisions, smart signals, Al
surveillance, and automated enforcement. Real-
time monitoring, adaptive traffic control, and public
awareness reduce accidents. Integrating smart
parking, predictive analytics, and Al-powered
policing enhances efficiency. Collaboration between
autharities and technology improves compliance,
minimizes congestion, and ensures safer roads for
all.



Traffic Control Legislations: Shri Ashwin Bagga sir
taught about various legislations. The Motor Vehicles
Act, 1988, Gowerns wvehicle registration, licensing,
road safety, and penalties for violations. The
Bharatiya Nyaya Sanhita (BNS), 2023 (Effective from
July 1, 2024), The Bharatiya Magarik Suraksha Sanhita
(BMSS), 2023 , Enhances police powers for traffic law
enforcement. There have been Key changes in
Traffick Regulation like Stricter Enforcement of
Traffic Violations, Restrictions on Goods Vehicles
During Peak Hours.

Traffic Management during VIF Movement: Shri 5 5
Lalli sir taught about priority for safety of YVIP with
minimum inconvenience to common man/road users,
This can be achieved through, Pre-Announced
Diversions, Road Closures and Blockages, Dedicated
Lanes, Security and Traffic Personnel Deployment,
Signaling and Traffic Control, Public Awareness and
Coordination, Post-\VIP Movement Restoration.

Trauma Management by Lifeline Foundation:
Through classroom activities Life Foundation
awarded about Trauma management in traffic

incidents involves rapid emergency response, on-site
medical aid, hospital coordination, and public
awareness. Training first responders, improving
ambulance services, and enforcing safety laws
reduce fatalities and enhance survival rates. Some
practical aspects were taught like Good Samaritan
practices, Golden Hour, Medical Appliances Bank,
Methods like Drag method, Log roll methods were
demonstrated in class.

Traffic Engineering and Traffic Management:

Shri 5 S Lally sir taught about signal control, road
geometry, signage, and intelligent transport systems.
By analyzing traffic flow and accident data, it
enhances mobility, reduces congestion, and
improves overall road safety. Techniques of traffic
management includes one way streets, flyovers,
signals, bus bay, turn restrictions etc.

Nirav Kumar Pal & Shravan Kumar Rai
DySP (Prob.)
&68th Batch

Reflection

The City of Gardens, | left behind
Took a new home in a place not yet mine.

Fear lingered at first, would | fit in?

Yet, step by step, | found my kin.

Through the scorching summer, my journey began,
But with the right guidance, | discovered who | am.
Monsoon arrived, bringing respite,

And my soul never felt so right .

Through every hurdle, | stood tall,

Embracing the journey, giving it my all.

Each day made me stronger still,

Yet | never counted the steps or measured the
thrill.

Made friends, met foes yet together we strived,
Bound as a family, in whom | survived.

My days here are numbered and soon I’ll be gone,
The girl from Chota Nagpur, an officer by the dawn.
They say every end is a new start,

I’ll carry these memories close to my heart.

With discipline and duty, | march ahead,

For those trained here never bow in dread.

Taking with me all that | can,

MNow, let's see what fate has planned.

Harshita Rashmi
DySP (Prob.)
67th Batch
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Feedback of Training Programme of
ISTP-1I(3™ Batch) at North Eastern Police

Academy(NEPA)

-4 NORTH EASTERN POLICE ACADEMY

Umsaw : 793123 : Umiam : Meghalaya
Course on Cybercrime Investigation
W.e.f. 24/02/2025 to 01/03/2025

Sitting Row Left to Right:- 1. Md. Tanvir Ahmad, 2. Sh. Upendrm Kumar Yadav, 3. 5h. Santosh Kumar Roy, 4. 5h. Jitendra Pandey, 5. Sh. Pankay Kr Rowat, 6. 5h. Sanjuy
Kumar, 7. 5h.Rajesh Joisy, Computer Programmer, E. Dr. Agun Chetry, Assistant Director (IT). 9. 5h. J. K. Dwivedi, Deputy Director (Indoor), 10. Smi. Bina Kumari,

11. Sme. Poonam Keshri, 12, Sh. Ashish Anand 13, Anwar Javed Ansari, 14 8h. Manoj Ram,

Krishna Kumar Singh, 18, Sh, Rony Roushan, Guest Faculiy,

15. 8h. Sanject Kumar Prabhat, 16, Sh. Anand Kumar Pandey, 17. Sh.

Standing Row Left to Righe:- 1. Dr. Rakesh Kumar, 2. Sh.Amit Sharan, 3. NMural Haque, 4. Shams Afroe, 5. Sh. Lalbabu Yadav, 6. Saharivar Akhtar, 7. Sh, Pritish Kumar,
8. Sh. Itui Kishor H:ngh. g, 5h I’.'lnkili Kumar, 10, Sh, Suresh Kumar, 11. Sh. Birendra Kr. Saba, 12, Sh, Ashok Kumar Das, 13, Sh. Chandan Pur, 14, Sh, Mukul Kr

Ranjan, 15. 5h. Umeshwar Chaudhry,
Fakhri, 21. 5h. Sudhir Kumar

16. Sh. Kumar Indra Prakash, 17. 5h. Alok Ranpan, 18, 5h. Sonu Kumar Ray, 19. MNeshar Ahmad Shah, 20, Md. Sahban Habib

The abowe said training program as part of ISTP-1{3™
Batch) was held at MNEPA W.EF 24" February to 01 March
2024 on * Course on Cybercrime Investigation. Classes
were organised from 09:30 am to 13:00 pm and from
14:30 pm to 16:30 pm everyday on different topics.

On First day, Classes on topics Cybercrime, types of
Cybercrime and emerging Cyber threats, CDR, IPDR and
VOIP calls were taken. On 2™ day lectures were delivered
on Understanding Digital Evidence, digital Forensic Tools
and Technologies, on Day 3rd it was Social Media crime
including Investigation and reporting portal, Role of
OSINET Tools and Sccial Media Monitoring Technigues, On
Fourth Day Tour Programme for cherapunji was organised
for all the participants. On 28.02.2025 classes were taken
on Block chain Technology with emphasis on crypto
currency, Application of Block chain techneclogy and
Artificial Intelligence by Dr.Kshitiz Verma and on the last
day Topics Cyber Laws and Laws with emphasis on Crypto
currencies and Admissibility & cross examination of
Evidence were taken Rajesh Rai Chaudhary.

On the First 4 day classes were taken by the Faculties of
MEPA. Daily first half was for indeor lectures and discussion
whereas 2nd half was scheduled for practical session in
computer lab. Practical sessions were maostly experts whao
had expertise & acumen in practical.
The Course was designed; planned and executed
meticulously. All the faculty members delivered lecture were
expert in their subject domain and resolved each and every
query of the participants. Combination of theory and
practical sessions of this course was effective for the ISTP
batch in various dimension.

The accommodation, food |, support staff, mess staffand
other logistics were excellent. The weather conditions of
Cherrapunji (the highest rainfall place in India) was pleasant
serene, exposure to this place real experiences of nature
which act as a refreshment, reenergized for the police
officers like us (to generally works in  helter-skelter
environment).

Kumar Indra Prakash
Addl. 5P, EQU, Bihar
Patna
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RBVRR Telangana Police Academy Visit

We the ISTP-11, 3rd Batch arrived Hyderabad on the
16th Feb 2025 evening. It was a 5 day study tour
which mostly covered the topics on very aspects
that includes as follows:- Best initiative in
Telanagana Police, Investigation of various Cyber-
crimes with the emphasis on search, seizure,
handling and packaging of Digital evidence. Other
topics covered were CCTNS Darpan, Controlling left
wing extremism, overview of new criminal Laws and
NDPS Act. Later we all were taken to the Telangana
command and control Centre and the Bharosha
Centre and SHE TEAM of Telangana. Once the
course was over we all were taken to Ramoji Film
city and visit to Hyderabad city on the last day.
Learning Experience Session on Investigation of
various cyber-crimes highlighted the latest cyber
threats, including online fraud, hacking, identity
theft and phishing. The experts explained methods
for tracing digital foot prints and gathering
intelligence using advanced forensic tools. We were
trained in CDR analysis as well as IPDR. The sessions
were quite interactive. The methods of search and
seizure Vis a Vis the new provisions of BNSS were
well taken up. We also leant the methods of search
seizure packaging of Digital evidences in a very lucid
and professional manner. CCTWNS Darpan of
Telangana Police focused on the integration of
CCTNS with other data bases to enhance real time
crime monitoring and interstate cooperation in
investigations. The Darpan system of Telangana
Police was a kind of mechanism based on the real
time data analytics to monitor criminal activities,
track patters and predict crimes or incidents.

It processes data from wvarious sources like surveillance
camera, police station PS and public databases thereby
helping officers stay ahead of criminals. Hawk eye app was
another initiative taken by the Telangana Police which is
used by citizens to report incidents and track the response
of law enforcement agencies in the real time. We were taken
to the integrated command and control Centre of Tengana
Police which is a state of the art facility that integrates data
from warious sources like CCTY Cameras, traffic system,
emergency services and Police stations. The Centre
enhances decision making by providing real time monitoring
and analysis of incident, allowing for faster response time.
Bharosha and the SHE Team of Telangana Police was
another great initiative. These two initiatives aimed at
enhancing women safety, empowerment and support within
the state. This one stop support Centre addresses issues like
harassment, crime against women with a commitment to
creating a safer environment for women and ensuring that
they have access to support and justice. Besides these
topics we also got an opportunity to have an exposure of
controlling techniques adopted by Telangana police to
handle LWEs, NDPS Act and changes in new Criminal Laws
was another area where we were exposed too. Suggestions:-
Likewise the technological advancements and optimum
utilization of man and material resources of Telangana
Police can be helpful in law and order as well as crime and
criminals tracking. Data collection and its utilization in
Policing is a must and be adopted in Bihar Police too. One
stop support system like Bharosha and SHE Teams may also
be followed to create safer environment for woman in Bihar.
It will enhance confidence building among the citizens.
Regular Training for law enforcement personnel is part and
parcel to tackle emerging cyber threats where Bihar Police
Academy may be helpful.
Rajkishor Singh
SDPO, Sadar-1
Saran, Chapra
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Vikash Kumar
Distt.Commandant
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